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DNS

Short for Domain Name System (or Service or Server), an Internet service that translates domain names into IP addresses. Because domain names are alphabetic, they're easier to remember. The Internet however, is really based on IP addresses. Every time you use a domain name, therefore, a DNS service must translate the name into the corresponding IP address. For example, the domain name www.example.com might translate to 198.105.232.4. 

The DNS system is, in fact, its own network. If one DNS server doesn't know how to translate a particular domain name, it asks another one, and so on, until the correct IP address is returned. 

DNS implements a distributed database to store this name and address information for all public hosts on the Internet. DNS assumes IP addresses do not change (are statically assigned rather than dynamically assigned), the DNS system run in top of UDP protocol. 

The DNS database resides on a hierarchy of special database servers. When clients like Web browsers issue requests involving Internet host names, a piece of software called the DNS resolver (usually built into the network operating system) first contacts a DNS server to determine the server's IP address. 

DNS has a hierarchical authority structure that complements the hierarchical name structure in DNS. DNS consists of root servers, top domain servers, and a number of DNS servers located around the world.
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Fig (7.1): Distributed, Hierarchical Database
1. DNS Root DNS server
The function and robustness of DNS can be illustrated by analyzing the concern that the Internet would collapse if the root servers were ever disabled. Firstly, there are 13 root servers distributed around the world (10 in the USA, 3 elsewhere; of the 10 in the USA, several are operated by US government agencies). If one server crashes, the remaining 12 would continue to function. Even if all 13 root servers went down simultaneously, the resolving of domain names (the main function of root servers) would continue on other domain name servers, distributed hierarchically throughout the Internet.

Therefore, thousands of domain name servers contain copies of the root zone file and an immediate and catastrophic collapse of the Internet could not occur. It would take some time before any serious functional consequences would be noticed, during which time it would be possible to reactivate the original servers or to create new ones.

The primary reason why the name space hierarchy leads to an authority hierarchy is the requirement that sibling subdomains be unique within a domain. As soon as we have a need for uniqueness, this means we must have some sort of authority or process that ensures that each subdomain or object picks a different name within that domain. This is in fact what name registration is all about.

In the case of the Internet, then, this central authority (root server) is ultimately responsible for every name in DNS. The central DNS authority for the Internet, which controls the creation of TLDs, was initially called the Network Information Center (NIC). It was later the Internet Assigned Numbers Authority (IANA), which is also responsible for protocol numbers, IP addresses and more. These functions are now shared by IANA and the Internet Corporation for Assigned Names and Numbers (ICANN).
 The root servers hold the list of addresses for the authoritative servers for the top-level domains.

2. Top Level Domain DNS servers
TLD comes at the next level down in the authority hierarchy; we create second-level domains within each of the TLDs. Each TLD must itself be managed using a coordinating authority; however, this is not necessarily the organization that runs the root (IANA). IANA delegates authority for some of the TLDs to other organizations. They may delegate control for each TLD to a different authority at this level of the hierarchy. In fact, there can be completely different rules for managing the creation of second-level domains in one TLD than there are in another. DNS is based on two types of top-level domains:

· generic top level domain (gTLD) 

Used by a particular class of organizations (for example, com for commercial organizations). It is three or more letters long. Most gTLDs are available for use worldwide, but for historical reasons mil (military) and gov (governmental) are restricted to use by the respective U.S. authorities. gTLDs are subclassified into sponsored top-level domains (sTLD), e.g. .aero, .coop and .museum, and unsponsored top-level domains (uTLD), e.g. .biz, .info, .name and .pro.  
The generic top-level domains (gTLD) include:

- .com, .edu, .gov, and .mil (in 1984);

- .net and .int (added in 1985); and

- .biz, .info, .name, .pro, .museum, .aero, and .coop (added in 2000).

· country codes top level domain (ccTLD)

· CcTLD based on country codes, and Used by a country or a dependent territory. It is two letters long, see table ( ) 

The following is example of currently existing Internet Top-level domains (TLDs). 

	iTLD
	Entity
	Notes

	.arpa
	Address and Routing Parameter Area
	This is an internet infrastructure tld.

	.root
	unknown
	This is in root for some unknown purpose, with only one entry (a TXT record).

	gTLD
	Entity
	Notes

	.com
	commercial
	This is an open TLD; any person or entity is permitted to register.

	.coop
	cooperatives
	The .coop TLD is limited to cooperatives as defined by the Rochdale Principles.

	.edu
	educational
	The .edu TLD is limited to institutions of learning (mostly U.S.), such as 2 and 4-year colleges and universities.

	.gov
	governmental
	The .gov TLD is limited to US governmental entities and agencies

	.info
	information
	This is an open TLD; any person or entity is permitted to register.

	.int
	international organizations
	The .int TLD is strictly limited to organizations, offices, and programs which are endorsed by a treaty between two or more nations.

	.jobs
	companies
	The .jobs TLD is designed to be added after the names of established companies with jobs to advertise. At this time, owners of a "company.jobs" domain are not permitted to post jobs of third party employers.

	.mil
	United States Military
	The .mil TLD is limited to use by the U.S. military.

	.name
	individuals, by name
	This is an open TLD; any person or entity is permitted to register; however, registrations may be challenged later if they are not by individuals (or the owners of fictional characters) in accordance with the domain's charter

	.net
	network
	This is an open TLD; any person or entity is permitted to register.

	.org
	organization
	This is an open TLD; any person or entity is permitted to register.


Table (7.4): TLD Examples 
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Fig (7.2) DNS translation process

3. Authorities DNS server
Every organization which publicly accessible host (such as web servers and mail servers). On the internet must provide publicly accessible DNS records that map the names of those hosts to IP address. An organizations authorative DNS servers house these DNS record an organization can choice the implement its own authorative DNS server to hold these record, alternatively, the organization can bay to have these records stored in an authorative DNS server of some services provider. Most universities and large companies implement an maintain their on primary and secondary backup authorative DNS server.
 The root, TLD, and authoritative DNS servers all belong to the hierarchy of DNS servers, as shown in figure2.18. There is another important type of DNS. Called the local DNS server, a local DNS server does not strictly belong to the hierarchy of servers but is nevertheless central to the DNS architecture. Each ISP –such as a university .an academic   department, and employees company or residential ISP- has a local DNS server (also called a default name server). When a host connects to an ISP, the ISP provides the host with the IP address of one or more of it's local DNS servers.

Let us take a look at a simple example suppose the host cis.poly.edu desired the IP address of giga.cs.umass.edu. Also suppose that Polytechniques local DNS server is called dns.poly.edu and that an authorative DNS server for giga.cs.umass.edu is called dns.umass.edu as shown in figure ( ), the hosts cis.poly.edu first sends a DNS query message to its local DNS server dns.poly.edu. The query message contains the host name to be translated, namely. “giga.cs.umass.edu.” the local DNS server forward the query message to a root DNS server. The root DNS server takes note of the edu suffix and returns to the local DNS server a list of IP address for TLD server responsible for edu. The local DNS server then resends the query message to one of this TLD server. The TLD servers' takes note of the umass.edu suffix and respond with the IP address of the authorative DNS server of the University of Massachusetts. Namely, dns.umass.edu. finally, the local DNS server resends the query message directly to dns.umass.edu, which response with the IP address of giga.cs.umass.edu.note that in this example in order to obtain the mapping for one host name, eight DNS messages where send: four query messages and four replay messages ! We’ll soon see how DNS caching reduces this query traffic.
In order for the user’s host to be able to send an HTTP request to the web server “www.someschool.edu”, we must obtain the IP first; the next steps show IP translation process:  

1. The same user machine runs the client side of the DNS application.

2. The browser extracts the host name www.someschool.edu from the URL and   passes the host name to client side of DNS application.
3. The DNS client sends a query containing the host name to DNS server.

4. The DNS client eventually receives a replay, which includes the IP address for the host name.
5. Once the browser receives the IP address from DNS, it can initiate a TCP connection to the HTTP server process located at the IP address.
[image: image3.emf]fig(7.3 ): Interaction of the various DNS servers
DNS services
-  Translation of Hostname to IP address translation
-  Host aliasing

A host with a complicated host name can have one or more alias name.
- Mail server aliasing

For obvious rezones, it is highly desirable that e-mail address be mnemonic. For example (bob@hotmail.com), however the hostname of hotmail is more complicated. 
There is a record called MX record permit a company’s mail server and web server to have identical “aliased” host name. For example web server and mail server of can both called (cts.com).
– Replicated Web servers
Set of IP addresses for one canonical name.
- Load distribution

The DNS used to perform load distribution among replication servers, such as busy sites like “CNN.COM” is replicated over multiple servers, each server running in a different end system, and having different IP address. When a client send a request to DNS  server a list of IP address send to the client and the client select the first IP address to send its query. There for the server rotate the order of those IP address to perform the balancing operation.
Disadvantage of centralized DNS 

- Single point of failure

If DNS server crash, so does the entire internet!
- Traffic volume

A single DNS server would have to handle all DNS queries. 
- Distant centralized database

A single DNS server cannot be “close to” centralized DNS, centralized DNS face a significant delay, because of congested link.
- Maintenance doesn’t scale

The single DNS server would have keep record for all internet host, so would be updated frequently to account for every new host.
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