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6.5 Mobility 
 

Having covered the wireless nature of the communication links in a wireless network, it’s now 

time to turn our attention to the mobility that these wireless links enable. 

Figure 6.21 illustrates this spectrum of user mobility from the network layer’s perspective. 

 

At one end of the spectrum in Figure 6.21, a user may carry a laptop with a wireless network 

interface card around in a building. This user is not mobile from a network-layer perspective. 

Moreover, if the user associates with the same access point regardless of location, the user is not 

even mobile from the perspective of the link layer. 

At the other end of the spectrum, consider the user passing through multiple wireless access 

networks and wanting to maintain an uninterrupted TCP connection to a remote application 

throughout the trip. This user is definitely mobile!  

In between these extremes is a user who takes a laptop from one location (e.g., office) into 

another (e.g., coffee shop, classroom) and wants to connect into the network in the new location. 

This user is also mobile but does not maintain an ongoing connection while he is moving 

between networks. 
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6.5.1 Mobility in the Same IP Subnet 
 

In order to increase the physical range of a wireless LAN, companies and universities 

will often deploy multiple BSSs within the same IP subnet. This naturally raises the 

issue of mobility among the BSSs. 

How do wireless stations can move from one BSS to another while 

maintaining ongoing TCP sessions? 

Let’s now look at a specific example of mobility between BSSs in the same subnet. Figure 6.15 

shows two interconnected BSSs with a host, H1, moving from BSS1 to BSS2. Because in this 

example the interconnection device that connects the two BSSs is not a router, all of the 

stations in the two BSSs, including the APs, belong to the same IP subnet. Thus, when 

H1 moves from BSS1 to BSS2, it may keep its IP address and 

all of its ongoing TCP connections.  

If the interconnection device were a router, then H1 would have to 

obtain a new IP address in the subnet in which it was moving. This address 

change would disrupt (and eventually terminate) any on-going TCP connections at H1. In the 

coming sections we’ll see how a network-layer mobility protocol, such as mobile IP, can be used 

to avoid this problem.  
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But what specifically happens when H1 moves from BSS1 to 

BSS2?  
 

As H1 moves away from AP1, H1 detects a weakening signal from AP1 and starts to scan for a 

stronger signal. H1 receives beacon frames from AP2 (which in many corporate and 

university settings will have the same SSID as AP1).  

H1 then disassociates with AP1 and associates with AP2, while 

keeping its IP address and maintaining its ongoing TCP sessions. 

The question now is how the Switch updates its 

forwarding table for H1? 

One solution is for AP2 to send a broadcast Ethernet frame with H1’s IP 

source address to the switch just after the new association. When the 

switch receives the frame, it updates its forwarding table, allowing H1 to 

be reached via AP2. 

 

 

How a mobile user can maintain ongoing 
connections while moving between networks? 

  
To answer this question we introduce the following definitions: 
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In a network setting, the permanent home of a mobile node (such as a laptop or smartphone) is 

known as the home network, and the entity within the home network that performs 

the mobility management functions discussed below on behalf of the mobile node is 

known as the home agent.  

The network in which the mobile node is currently residing is known as the foreign (or visited) 

network, and the entity within the foreign network that helps the mobile node with the mobility 

management functions discussed below is known as a foreign agent. 

A correspondent is the entity wishing to communicate with the mobile node. 

 

Figure 6.22 illustrates these concepts, as well as addressing concepts considered below. 

 

 

 

6.5.2 Addressing 
 

We noted above that in order for user mobility to be transparent to network applications, it is 

desirable for a mobile node to keep its address as it moves from one network to another. 

When a mobile node is resident in a foreign network, all traffic addressed to the node’s 

permanent address now needs to be routed to the foreign network. 
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How can this be done? 

 

One role of the foreign agent is to create a so-called care-of address (COA) for the 

mobile node, with the network portion of the COA matching that of the foreign network. There 

are thus two addresses associated with a mobile node, its permanent address and it’s COA, 

sometimes known as a foreign address.  

In the example in Figure 6.22, the permanent address of the mobile node is 128.119.40.186. 

When visiting network 79.129.13/24, the mobile node has a COA of 79.129.13.2 

A second role of the foreign agent is to inform the home agent that the mobile node is 

resident in its (the foreign agent’s) network and has the given COA. 

 

 

 

6.5.3 Routing to a Mobile Node 
 

We have now seen how a mobile node obtains a COA and how the home agent can be informed 

of that address. But having the home agent know the COA solves only part of the problem. The 

question now is: 

How should datagrams be addressed and forwarded to the mobile 

node? 

Two approaches can be identified, which we 

will refer to as indirect and direct routing. 
 

Indirect Routing to a Mobile Node 
 

Let’s first consider a correspondent that wants to send a datagram to a mobile node. In the 

indirect routing approach, 

 The correspondent simply addresses the datagram to the mobile node’s permanent 

address and sends the datagram into the network, unaware of whether the mobile node is 

resident in its home network or is visiting a foreign network; mobility is thus completely 

transparent to the correspondent. 

 Such datagrams are first routed, as usual, to the mobile node’s home network. This is 

illustrated in step 1 in Figure 6.23.  



 

6 
 

 The home agent intercepts these datagrams and then forwards them to a mobile node in a 

two-step process.  

 The datagram is first forwarded to the foreign agent, using the mobile node’s COA (step 

2 in Figure 6.23), and then forwarded from the foreign agent to the mobile node (step 3 

in Figure 6.23). 

 

 

The home agent will need to address the datagram using the mobile node’s COA, so that the 

network layer will route the datagram to the foreign network. On the other hand, it is desirable to 

leave the correspondent’s datagram intact (whole, unbroken), since the application receiving the 

datagram should be unaware that the datagram was forwarded via the home agent. 

Both goals can be satisfied by having the home agent encapsulate the correspondent’s 

original complete datagram within a new (larger) datagram. This larger datagram is 

addressed and delivered to the foreign Agent.  

The foreign agent, who “owns” the COA, will receive and decapsulate the datagram, that is, 

remove the correspondent’s original datagram from within the larger encapsulating datagram and 

forward (step 3 in Figure 6.23) the original datagram to the mobile node. 
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Figure 6.24 shows a correspondent’s original datagram being sent to the home network, an 

encapsulated datagram being sent to the foreign agent, and the original datagram being delivered 

to the mobile node. 

 
 

Let’s next consider how a mobile node sends datagrams to a 

correspondent. 

This is quite simple, as the mobile node can address its datagram directly to the correspondent 

(using its own permanent address as the source address, and the 

correspondent’s address as the destination address). Since the mobile node knows 

the correspondent’s address, there is no need to route the datagram back through the home agent. 

This is shown as step 4 in Figure 6.23. 

 

Let’s summarize our discussion of indirect routing by listing the 

new network layer functionality required to support mobility. 

• A mobile-node–to–foreign-agent protocol. The mobile node will register with the foreign 

agent when attaching to the foreign network. Similarly, a mobile node will deregister 

with the foreign agent when it leaves the foreign network. 
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• A foreign-agent–to–home-agent registration protocol. The foreign agent will register the 

mobile node’s COA with the home agent. A foreign agent need not explicitly 

deregister a COA when a mobile node leaves its network, because the 

subsequent registration of a new COA, when the mobile node moves to a 

new network, will take care of this. 

• A home-agent datagram encapsulation protocol. Encapsulation and forwarding of the 

correspondent’s original datagram within a datagram addressed to the COA. 

• A foreign-agent decapsulation protocol. Extraction of the correspondent’s original 

datagram from the encapsulating datagram, and the forwarding of the original datagram 

to the mobile node. 

 

Direct Routing to a Mobile Node 
 

The indirect routing approach illustrated in Figure 6.23 suffers from an inefficiency known as 

the triangle routing problem, datagrams addressed to the mobile node must be routed first to 

the home agent and then to the foreign network, even when a much more efficient route exists 

between the correspondent and the mobile node. 

Direct routing overcomes the inefficiency of triangle routing, but does so at the cost of 

additional complexity. In the direct routing approach, 

 A correspondent agent in the correspondent’s network first learns the COA of the 

mobile node. This can be done by having the correspondent agent query the home agent, 

assuming that (as in the case of indirect routing) the mobile node has an up-to-date value 

for its COA registered with its home agent. It is also possible for the correspondent itself 

to perform the function of the correspondent agent, just as a mobile node could perform 

the function of the foreign agent.  

This is shown as steps 1 and 2 in Figure 6.25.  

 The correspondent agent then tunnels datagrams directly to the mobile node’s COA, in a 

manner analogous to the tunneling performed by the home agent, steps 3 and 4 in Figure 

6.25. 
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While direct routing overcomes the triangle routing problem, it introduces two 

important additional challenges: 

• A mobile-user location protocol is needed for the correspondent agent to query the home 

agent to obtain the mobile node’s COA (steps 1 and 2 in Figure 6.25).  

• When the mobile node moves from one foreign network to another, how will data now be 

forwarded to the new foreign network?  

In the case of indirect routing, this problem was easily solved by updating the COA maintained 

by the home agent. However, with direct routing, the home agent is queried for the COA by 

the correspondent agent only once, at the beginning of the session. Thus, updating The COA 

at the home agent, while necessary, will not be enough to solve the problem of routing data to 

the mobile node’s new foreign network.  

One solution would be to create a new protocol to notify the correspondent of the changing 

COA. 

 


